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a b s t r a c t 

Supporting safe and resilient authentication and integrity of digital images is of critical importance in a 

time of enormous creation and sharing of these contents. This paper presents an improved digital image 

watermarking model based on a coefficient quantization technique that intelligently encodes the owner’s 

information for each color channel to improve imperceptibility and robustness of the hidden information. 

Concretely, a novel color channel selection mechanism automatically selects the optimal HL4 and LH4 

wavelet coefficient blocks for embedding binary bits by adjusting block differences, calculated between 

LH and HL coefficients of the host image. The channel selection aims to minimize the visual difference 

between the original image and the embedded image. On the other hand, the strength of the watermark 

is controlled by a factor to achieve an acceptable tradeoff between robustness and imperceptibility. The 

arrangement of the watermark pixels before shuffling and the channel into which each pixel is embedded 

is ciphered in an associated key. This key is utterly required to recover the original watermark, which is 

extracted through an adaptive clustering thresholding mechanism based on the Otsu’s algorithm. Bench- 

mark results prove the model to support imperceptible watermarking as well as high robustness against 

common attacks in image processing, including geometric, non-geometric transformations, and lossy JPEG 

compression. The proposed method enhances more than 4 dB in the watermarked image quality and sig- 

nificantly reduces Bit Error Rate in the comparison of state-of-the-art approaches. 

© 2016 Elsevier Ltd. All rights reserved. 
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. Introduction 

Millions of multimedia contents are daily generated and dis-

ributed among diverse social networks, websites, and applications

ostered by the rapid growth of mobile devices and the Internet.

articularly noticeable is the current pace of creation and shar-

ng of digital images, which are ubiquitously captured to record

nd show diverse aspects of our personal and social life. This

oses important challenges in terms of transmission, storage, and

specially the usage of these data, in which the copyright pro-

ection plays a crucial role. Unprotected images can be accessed,
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ownloaded and reused by others illegitimately. As a consequence,

ersonal images might be subject to commercial or other pur-

oses by third parties without legally requiring the user consent.

o avoid this kind of situations, efficient and robust techniques

re especially required for digital image copyright protection and

uthentication. 

Digital watermarking is one of the most widely used ap-

roaches to univocally authenticate the owner of a given image.

his technique allows embedding the owner’s information, a.k.a,

atermark, into the host image so that it is ideally unobserved by

he human eye. In an inverse process, the watermark is recovered

rom the embedded image to obtain the hidden information to

etermine its originality. Most of the research in the digital image

atermarking domain revolve around two main concepts, namely,

erceptibility and robustness. First, embedding a watermark into a

iven image implies an alteration of the latter one, which normally

ranslates into an effective degradation of the quality of the host

mage ( Chou & Liu, 2010; Xiang-yang, Chun-peng, Hong-ying, &

http://dx.doi.org/10.1016/j.eswa.2016.06.015
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Table 1 

Theoretical comparison of highlight digital image watermarking approaches. 

Method Transform domain Side information Host image Watermark Key 

Tsai [2007] None Embedding position Color BinImg Support vector machine 

Tsui [2008] Fourier Real component Color BinBitSeq Spatiochromatic discrete Fourier transform 

Fu [2008] None Reference watermark Color BinImg Linear discriminant analysis 

Chou [2010] Wavelet Block location Color BinImg Just noticeable color difference 

Niu [2011] Contourlet Block location Color BinImg Nonsubsampled contourlet transform 

Dejey [2011] Wavelet Original host image Grayscale BinBitSeq Fan beam transform 

Bhatnagar [2012] Wavelet-SVD Transform order Grayscale GrayImg Fractional wavelet packet transform 

Wang [2012] Wavelet Bit ordering key Grayscale BinBitSeq Hidden Markov model 

Xiang-yang [2013] Fourier Number of scambling Color BinImg Least squares support vector machine 

Tsougenis [2014] Fourier Frequency number Color BinImg Quaternion image moments 

Proposed Wavelet Block location Color BinImg Optimal channel selection 

BinImg: binary image BinBitSeq: binary bit sequence GrayImg: grayscale image 
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2  
Pan-pan, 2013 ). Thus, reducing the perceptibility of the water-

mark is the objective of most proposed models, which mainly

apply to grayscale images, with very less recognized attempts in

watermarking color images. Second, the watermark must be as

robust as possible to resist common image processing operations

( Su, Chang, & Wu, 2013; Tsai, Huang, & Kuo, 2011 ), so the owner

information can be entirely extracted from the watermarked

image. In addition to these, another important property typically

sought in watermarking techniques is blindness. Fundamentally,

the blind watermarking technique ( Dejey & Rajesh, 2011; Nasir,

Khelifi, Jiang, & Ipson, 2012; Nezhadarya, Wang, & Ward, 2011;

Yamato, Hasegawa, Tanaka, , & Kato, 2012 ) is the most challenging

type since they do not require the original image, the water-

mark, and reference image for the recovery process, conversely

to semi-blind schemes ( Bhatnagar, Raman, & Wu, 2012; Dadkhah,

Manaf, Yoshiaki, Hassanien, & Sadeghi, 2014; Ganic & Eskicioglu,

2005; Song, Yu, Yang, Song, & Wang, 2008 ), which require the

watermark and reference image, and non-blind models that re-

quire all of them ( Song, Sudirman, & Merabti, 2012; Tsui, Zhang, &

Androutsos, 2008 ). However, in most watermarking techniques, a

secret key is required for the extraction process. This key may be

presented in different forms and encode diverse kind of informa-

tion, e.g., a permutation of the watermark image, locations of the

watermarked blocks, color profiles of the host image, and among

others. 

In this work, the authors develop a color watermark method us-

ing the wavelet quantization technique from the existing grayscale

watermarking approach ( Huynh-The, Banos, Lee, Yoon, & Le-Tien,

2015; Huynh-The, Lee, Pham-Chi, & Le-Tien, 2014 ). In order to en-

hance imperceptibility and robustness, an optimal channel selec-

tion mechanism for color images is proposed. During the embed-

ding process, both LH and HL wavelet coefficients of the host im-

age are grouped into wavelet blocks for each color channel. The

bits of the binary watermark image are securely shuffled and then

encoded into the optimal channel wavelet blocks by modifying the

value of their coefficients. To that end, an innovative color channel

selection scheme is proposed here, which aims at minimizing the

visual difference between the original image and the watermarked

image. The robustness is controlled by a factor that weights the

watermark strength in the host image. In the extraction process,

an adaptive threshold calculated by the Otsu method is for classifi-

cation of the detected bits to recover the watermark. Compared to

existing approaches, the proposed research method has strengths

of: (1) a color channel selection mechanism for the embedding

process to obtain the impressive imperceptibility, (2) a factor de-

scribing the strength of the watermark to flexibly balance robust-

ness and imperceptibility, (3) an adaptive Otsu threshold in the

extraction process to accurately recovery watermark. Nevertheless,

the proposed method is fragile with rotation variances due to the
 L  
se of Wavelet transform in the image decomposition process and

he payload capacity is constrained by the decomposition level.

roviding a theoretical comparison between the proposed research

ith highlight approaches in the removal-attack resistance water-

arking field is necessary and further summarized in Table 1 . 

The remaining of this paper is organized as follows. Section

 introduces the state-of-the-art in the digital image water-

arking domain. Section 3 describes the proposed watermarking

cheme. Experimental results and their evaluation are presented in

ection 4 . Finally, conclusions are outlined in Section 5 . 

. Related work 

Watermarking techniques can be categorized into two classes

ased on the processing domain: spatial domain and transformed

omain. In spatial domain techniques, the watermark is embedded

y directly modifying pixel values or the histogram of the host im-

ge. Here, most studies focus on the relationship between the vi-

ual quality of the watermarked image and the payload capacity

f the host image. For example, Reversible Data Hiding (RDH) is

onsidered by Tian (2003) together with Difference Expansion (DE)

 Tian, 2002 ) to discover extra storage space in images by search-

ng redundancy in their content. In this line, Li, Zhang, Gui, and

ang (2013) proposed Difference-Pair-Mapping (DPM) for the RDH

cheme to increase the payload capacity of the embedded water-

ark. This is performed by modifying the histogram of the host

mage, so high-frequency bins are expanded to carry new data.

owever, the embedded capacity of this method is not as high as

xpected, since only one pixel in a pixel-pair can be modified for

he embedment process. A general scheme for RDH based on His-

ogram Shifting (HS) has been reported by Li, Li, Yang, and Zeng

2013) to increase the payload capacity and visual quality. In re-

ent years, Prediction-Error Expansion (PEE) ( Thodi & Rodriguez,

007 ) has been used in watermarking schemes as an improvement

f DE. Li, Yang, and Zeng (2011) presented an adaptive embedding

echanism for increment in capacity and a pixel selection tech-

ique for visual quality enhancement based on PEE. The efficiency

f PEE is further improved by leveraging the spatial correlation

mong color channels, as shown by Li, Li, and Yang (2012) . Con-

retely, it is shown that more data can be hidden in the host image

y using gradient information to enhance the prediction accuracy. 

Due to the shortcomings of watermarking in the spatial do-

ain, i.e., perceptible changes in the original image or fragility

o image processing operations, most image watermarking tech-

iques operate on a more robust transformed domain. Commonly

sed transformations are the Cosine transform ( Lin & Chen, 20 0 0 ),

ourier transform ( Tsui et al., 2008; Wang, Han, & J.-C. Huang,

007; Xiang-yang et al., 2013 ), Contourlet transform ( Luo, Wei, &

iu, 2013; Niu, Wang, Yang, & Lu, 2011; Song et al., 2008 ), Curvelet
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Fig. 1. Proposed watermarking model flowchart. 
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ransform ( Zhang, Cheng, Qiu, & Cheng, 2008 ) and Wavelet trans-

orm ( Bhatnagar et al., 2012; Dejey & Rajesh, 2011; Lin et al.,

008; Meerwald, Koidl, & Uhl, 2009; Nezhadarya et al., 2011; Run

t al., 2011; Wang, Ni, & Huang, 2012 ). In the study of Lin and

hen (20 0 0) , the host image is divided into spatial blocks for

pplying a Discrete Cosine Transform (DCT) to embed a binary

atermark. This technique stands out for its simplicity; however,

he existing correlations among pixels of neighboring blocks are

hown to affect the results of this approach. A combination of Fast

ourier Transform (FFT) and Log-Polar mapping ( Araujo & Dias,

996 ) was suggested by Wang et al. (2007) and Ridzon and Lev-

cky (2008) to embed a watermark into the amplitude spectrum of

he host image. Nevertheless, this method turns to be quite fragile

o geometric distortions. In the non-blind model proposed by Tsui

t al. (2008) , two approaches based on Quaternion Fourier Trans-

orm (QFT) ( Bas, Bihan, & Chassery, 2003 ) and Spatiochromatic DFT

SCDFT) ( McCabe, Caelli, West, & Reeves, 20 0 0 ) were used to con-

ert the host image from the spatial domain to the frequency do-

ain. Although both of them are robust against many digital sig-

al processing operations, the perceptibility of the watermark is an

mportant limitation. Xiang-yang et al. (2013) recently described

 robust blind color image watermarking based on the combina-

ion of Discrete Fourier Transform (DFT) and Least Squares Sup-

ort Vector Machine (LS-SVM) to counteract the effects of color-

ased attacks and geometric distortions. Main drawbacks of this

cheme are the computational time required for the LS-SVM train-

ng model as well as the assessment of the pseudo-Zernike mo-

ents ( Khotanzad & Hong, 1990 ) in the decoding stage. Contourlet

ransform ( Do & Vetterli, 2005 ), typically used to efficiently rep-

esent contour and textures, has been also adopted to decompose

he host image for data hiding. Song et al. (2008) spread a wa-

ermark into the four largest detail sub-bands by adjusting the

oefficient strength. To resist geometric distortions, Nonsubsam-

led Contourlet Transform (NSCT) and Support Vector Regression

SVR) were combined by Niu et al. (2011) . However, the quality of

he watermarked images is quite poorer than in other approaches.

SCT was further merged with Particle Swarm Optimization (PSO)

 Luo et al., 2013 ) to upgrade the performance of the watermarking

rocedure. Zhang et al. (2008) exploited the Curvelet transform to

ecompose the original image and encode the watermark bits into

he middle-frequency sub-bands. However, the high computational

ost of this approach represents a limitation for its use in real-time

pplications. 

Particularly popular has become the use of the Wavelet trans-

orm due to its multiple uses in image processing. Lin et al.

2008) quantized the significant differences of grayscale image

avelet coefficients to embed a binary watermark. Although the

ethod was shown to be robust to various signal processing oper-

tions, its security is severely compromised because of the simplic-
ty of the embedding process. Also using a binary image as water-

ark, Run et al. (2011) developed a blind watermarking scheme

sing a quantization technique based on Wavelet Tree Analysis

WTA). However, this scheme cannot deal with some type of at-

acks as a consequence of using a constant threshold for the ex-

raction process. Based on the combination of DWT and Fan Beam

ransform (FBT) ( Nagy & Kuba, 2006 ), Dejey and Rajesh (2011) pro-

osed two non-blind watermarking schemes for color images us-

ng the luminance and chrominance channel. Both of them signif-

cantly improved imperceptibility; however, they actually needed

o be developed as blind models to make them storage compli-

nt. Nezhadarya et al. (2011) introduced an angle quantization

atermarking scheme, called the Gradient Direction Watermark-

ng (GDWM). The watermark bits are embedded into the direction

radient of DWT coefficients through the Absolute Angle Quan-

ization Index Modulation technique (AAQIM). The method ob-

ains superior robustness to various types of attacking operations

hen compared with other state-of-the-art approaches. Bhatnagar

t al. (2012) suggested a robust watermarking method using the

ractional Wavelet Packet Transform (FWPT) for decomposition.

he embedding algorithm is implemented based on the modifi-

ation of singular values of non-overlapping blocks of host im-

ges in the wavelet domain. The sensitivity evaluation and analysis

f the moment-based watermarking approaches were comprehen-

ively summarized ( Tsougenis, Papakostas, Koulouriotis, & Touras-

is, 2012 ) based on the investigation of robustness, imperceptibil-

ty, and capacity to achieve the acceptable tradeoff. 

. New watermarking scheme for image authentication 

The proposed watermarking scheme consists of a set of steps

or the watermark embedding and extraction processes ( Fig. 1 ).

hese steps are described next. 

.1. Watermark embedding process 

The embedding process consists in encoding the watermark in-

ormation in a transformed version of the host image, which is

hen recovered back to its original domain. Given a color host im-

ge, the first step of the watermark embedding process consists

n transforming this image into a more robust domain, here the

avelet domain. To that end, a DWT is applied to each channel

f the host image, i.e., red (R), green (G) and blue (B). The choice

f the level of decomposition strictly relates to the robustness and

mount of information that can be actually embedded into the im-

ge. In fact, the higher the decomposition level is, the more robust

he hidden information will be, but also, the less information can

e hidden. Moreover, the amount of information that can be em-

edded into a particular host image also depends on its size. It can
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Fig. 2. Extraction and grouping of the 4-DWT LH and HL coefficients. 
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be simply derived that for a n-DWT decomposition, given a host

image of P × R pixels, the watermark payload, i.e., the maximum

number of binary bits that can be hidden in the host image, would

be N = 

P×R 
2 2 n 

. Accordingly, in this work we use a 4-DWT decompo-

sition as a default setting, which is devised to provide a reason-

able trade-off between robustness and payload. For this case, if an

512 × 512 host image is for example used, the watermark payload

would be 1024 bits. However, it is important to note that the max-

imum number of embedded bits can be extended by degrading the

decomposition level. 

For each level of decomposition, four sub-bands are generated,

respectively containing the approximation coefficients, LL, and de-

tail coefficients, LH, HL and HH (horizontal, vertical, and diagonal).

From these, only the two middle-frequency components, i.e., LH

and HL, are used to effectively embed the watermark information,

since LL coefficients are too much sensitive to noise and HH coeffi-

cients are easily eliminated during some image processing such as

JPEG compression. Once both HL and LH coefficients are obtained,

these are grouped as shown in Fig. 2 . From here, the difference

between LH and HL coefficients is computed for each channel as

follows: 

�i,k = 

∣∣C L H i,k − C H L i,k 

∣∣ (1)

where C L H i,k and C H L i,k represent the LH and HL coefficients of the

i th wavelet block from the k th color channel. 

In order to encode the information of the watermark into the

LH and HL coefficients, a quantization technique is employed. Two

quantization thresholds, δ1 and δ2 ( δ1 < δ2 ), are respectively used

to quantize the watermark bits w i . The quantization technique

seeks to set �i, k to δ1 if w i is a 0-bit ( w i = 0 ), and to δ2 or higher

if w i is a 1-bit ( w i = 1 ). To improve the quality of the eventual

watermarked image, C L H i,k and C H L i,k coefficients are first sorted in

ascending order of difference. We note in advance the sorted co-

efficient differences as �S 
i,k 

. Accordingly, the coefficients with the

smallest difference ( �i, k ↓ ) will be used to code the 0-bits, while

those with the greatest difference ( �i, k ↑ ) will be used to code the

1-bits. Then, given N 0 the number of 0-bits in the watermark, δ1 

can be determined through averaging �S 
i,k 

across all channels and

the first N 0 blocks: 

δ1 = 

1 

N 0 

3 ∑ 

k =1 

N 0 ∑ 

i =1 

�S 
i,k (2)

Being N 1 the number of 1-bits in the watermark, the value of δ2 

can be calculated as follows: 

δ2 = 

1 

3 

3 ∑ 

k =1 

�S 
i = λN 1 ,k 

(3)

where λ is the robustness factor representing the strength of the

watermark on the host image. The higher the λ value, the higher

the δ and vice versa. From these equations it can be clearly seen
2 
hat the first N 0 sorted blocks are used for encoding the water-

ark 0-bits, while the remaining N 1 blocks are used for encoding

he 1-bits (with N = N 0 + N 1 ). In order to increase the robustness

f the embedding process, as well as to enrich the quality of the

atermarked image, the quantization is not applied to all channels

or all blocks. Rather than that, one specific channel is selected for

ach block during the codifications of the watermark bits. The se-

ected channel, k ∗, is simply the one which minimizes the differ-

nce between �S 
i,k 

and δ1 for w i = 0 and δ2 for w i = 1 : 

 

∗ = 

⎧ ⎨ 

⎩ 

arg min 

k 

(∣∣�S 
i,k 

− δ1 

∣∣) ∀ w i = 0 

arg min 

k 

(∣∣�S 
i,k 

− δ2 

∣∣) ∀ w i = 1 

(4)

his process is part of the so-called optimal block selection. 

Now that the quantization thresholds are computed and also

he optimal blocks are selected, the embedding rule to encode the

atermark 0-bits and 1-bits can be simply described as follows: 
• For w i = 0 : 

C L H i, k ∗ ≥ C H L i, k ∗ → C L H i, k ∗ = C L H i, k ∗ + ∇ 

0 
i 

C L H i, k ∗ < C H L i, k ∗ → C H L i, k ∗ = C H L i, k ∗ + ∇ 

0 
i 

(5)

here C L H i, k ∗ and C H L i, k ∗ are the LH and HL coefficients of the i th

avelet block ( ∀ i = 1 , ..., N 0 ) after sorting from the k ∗ channel.

 

0 
i 

= δ1 − �S 
i, k ∗ represents the actual modification of the original

oefficients required to encode the 0-bits. 
• For w i = 1 : 

If �S 
i, k ∗ < δ2 

C L H i, k ∗ ≥ C H L i, k ∗ → 

{
C L H i, k ∗ = C L H i, k ∗ + ∇ 

1 
i 

C H L i, k ∗ = C H L i, k ∗ − ∇ 

1 
i 

C L H i, k ∗ < C H L i, k ∗ → 

{
C L H i, k ∗ = C L H i, k ∗ − ∇ 

1 
i 

C H L i, k ∗ = C H L i, k ∗ + ∇ 

1 
i 

(6)

 

1 
i 

= δ2 − �S 
i, k ∗ the change that needs to be introduced in the

riginal coefficients when encoding the 1-bits for the i th block

 ∀ i = N 0 + 1 , ..., N) after sorting and N is the total of bits in the

atermark. 

If �S 
i, k ∗ ≥ δ2 

C L H i, k ∗ = C L H i, k ∗
C H L i, k ∗ = C H L i, k ∗

(7)

This quantization procedure could be applied to the watermark

irectly. However, for the sake of security, the watermark bits are

nitially shuffled as an example in Fig. 3 to encrypt the informa-

ion by using a pseudorandom function with a seed. An associated

ey containing the information about the position of the water-

ark bits before shuffling and the corresponding channel blocks

sed for the codification of each pixel is generated. This key is used

o recover the original watermark during the extraction process. 
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Fig. 3. Watermark used for evaluation. (a) Original. (b) After shuffling. 
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After encoding the watermark into the image, the modified co-

fficients are reconstructed into the LH and HL sub-bands. Then,

ach color channel is recovered by using Inverse Discrete Wavelet

ransform (IDWT). At this point, the watermarked image is ready. 

The detailed embedding process is listed as follows: 

• Input: A 512 × 512 color image and a 32 × 32 watermarking

image. 
• Output: A watermarked image. 
• Step 1: A binary watermark is randomly shuffled firstly using a

seed. 
• Step 2: Three color channels of an original image are decom-

posed by the 4-level DWT. 
• Step 3: The wavelet coefficients are grouped into blocks to com-

pute the differences between LH and LH coefficients for each

color channel by Eq. (1) . 
• Step 4: Calculate two quantization thresholds by Eq. (2) and ( 3 ).
• Step 5: Determine the optimal blocks at three channels through

Eq. (4) . Store the information of block information and the seed

into the associated key. 
• Step 6: Embed watermark bits into optimal wavelet blocks by

the embedding algorithm using Eq. (5–7 ). 
• Step 7: Transform the modified wavelet coefficients by using

IDWT technique and obtain the watermarked image. 

.2. Watermark extraction process 

A process very similar to the watermark embedding is used for

xtracting the watermark from the authenticated image. The wa-

ermarked image is 4-DWT decomposed to obtain its wavelet coef-

cients. Then, both LH and HL coefficients are grouped in blocks

nd the coefficient differences computed. From here, the blocks
Fig. 4. Block distribution in difference value of: (a) th
ontaining watermark information are simply identified by using

he associated key. Although there are totally 3072 blocks gener-

ted from three color channels, only the 1024 optimal ones are

elected for embedding. Clearly the extraction process cannot suc-

essfully be done without using the key because attackers do not

now which blocks were used to the watermark. As described in

he previous section, for �i,k = δ1 a 0-bit would be found, and a

-bit for �i, k ≥ δ2 . Exploration of two peaks δ1 and δ2 through

nvestigating the difference histogram of the embedded image is

ifficult (see Fig. 4 ). At worst, two quantization thresholds are in-

erpolated, identification of embedded blocks cannot be completed

ased on the statistic approach. For example, for some blocks, the

ifference values may be greater than δ2 , even for all channels, are

ot used for 1-bit embedding. 

Basically, δ1 and δ2 are unknown to the extraction model.

herefore, an empirical threshold, δ, must be determined based on

he available information. This threshold, that must satisfy δ1 <

< δ2 , may potentially vary from image to image, and also un-

er the effects of image transformations. Thus, the authors pro-

ose the use of an adaptive threshold based on the Otsu method

 Gonzalez & Woods, 2007 ) (see Appendix ). This method, regularly

sed in the image segmentation, calculates the optimum thresh-

ld to separate an intensity distribution into two classes so that

he intra-class variance is minimal. However, conversely to the

egmentation case in which the pixel intensities are distributed

n the fixed range [0,255], the coefficient differences may pertain

 larger range. Moreover, the coefficient differences may be dis-

ributed across high values, with large zero bins that may po-

entially lead to an incorrect determination of the threshold (see

ig. 5 ). To solve this problem, the range of the original coefficient

ifferences is com pressed and the values adjusted before comput-

ng the threshold: 

¯
i, k ∗ = 

{
�i, k ∗ ∀ �i, k ∗ ≤ T 
T ∀ �i, k ∗ > T 

(8) 

here T , the mean of the coefficient difference, is calculated as fol-

ows: 

 = 

1 

N 

N ∑ 

i =1 

�i, k ∗ (9) 

ig. 5 shows the scattered range in distribution and the com-

uted thresholds in two cases of adjusting and non-adjusting the
e original image and (b) the embedded image. 
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Fig. 5. Example of a large scattered distribution of the coefficients difference for 

selected blocks which is identified by the associated key. Determined threshold in 

case of using adjustment (dash line) or not (dot line). 
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coefficient difference by using (8) . Finally, the Otsu-based thresh-

old would be computed as follows: 

δ = arg min 

�̄

(
σ 2 

ω 

(
�̄i, k ∗

))
(10)

where σ 2 
ω 

(
�̄i, k ∗

)
represents the variance of the coefficients differ-

ences. 

The watermark bits can be then simply extracted from the co-

efficient differences by comparing them to δ: 

w i = 

{
1 ∀ �i, k ∗ ≥ δ
0 otherwise 

(11)

Finally, the recovered bit series need to be reshuffled to obtain the

original binary watermark image, for which the key is used. 

The detailed extraction process is listed as follows: 

• Input: An embedded image. 
• Output: A binary watermark image. 
• Step 1: Three color channels of an embedded image are decom-

posed by the 4-level DWT. 
• Step 2: The wavelet coefficients are grouped into blocks to com-

pute the differences between LH and LH coefficients for each

color channel. 
• Step 3: Calculate the Otsu-based threshold by Eq. (8 –10 ). 
• Step 4: Identify the embedded blocks at three channels from

the associated key. 
• Step 5: Extract the watermark bits by using Eq. (11). 
• Step 6: The extracted watermark is reshuffled with a seed

stored in the associated key to obtain the binary watermark im-

age. 

4. Experimental results and discussion 

The capabilities of digital watermarking schemes are commonly

assessed by the imperceptibility of the inserted mark to human

observers and the robustness of the mark to manipulations of

the embedded image. Imperceptibility and robustness are coupled

goals because increasing robustness normally translates into more

alteration of the original image, the distortion which at some level

may become perceptible. In this section, both imperceptibility after

the embedment process and robustness after the extraction pro-

cess are neatly evaluated. 
.1. Experimental setup 

Several well-known color images from USC-SIPI-Database

1977) , a widely used dataset in the image watermarking domain,

re used to benchmark the proposed watermarking method. A to-

al of eight color samples (512 × 512 pixels, 8 bits/pixel/channel)

re used in the experimentation (see Fig. 6 ). The watermark used

or evaluation is a 32 × 32 binary image containing information for

uthentication (see Fig. 3 ). This image fulfills the maximum water-

ark payload for the considered host images (1024 bits) at 4-level

avelet decomposition. The simplest wavelet family, Haar wavelet,

s used for decomposition in the embedding and extraction pro-

esses. All experiments were performed on a desktop PC with 2.67

Hz Intel Core i5 CPU and 4GB RAM, running Windows 7. The soft-

are for simulation was MATLAB R2013a. 

.2. Evaluation metrics 

For the watermark embedding process, the Color Peak Signal-

o-Noise Ratio (CPSNR) is used to measure the quality of the wa-

ermarked image, i.e., the perceptibility of the watermark in the

ost image. The CPSNR is calculated as follows: 

P SNR = 10 log 10 

⎛ 

⎜ ⎜ ⎝ 

255 

2 

3 ∑ 

k =1 

P ∑ 

x =1 

R ∑ 

y =1 

( Q k ( x,y ) −W k ( x,y ) ) 
2 

3 ×P×R 

⎞ 

⎟ ⎟ ⎠ 

(12)

here P and R are the height and width of the original (O) and

atermarked (W) image, and O k ( x, y ) and W k ( x, y ) the values of

he pixel at the coordinate ( x, y ) for each channel k . Typically, the

igher the CPSNR value the lower the perception of the watermark

n the host image. 

For the extraction process, the quantitative metric commonly

sed to estimate the performance of the extraction process is the

it Error Rate (BER), which is calculated as follows: 

ER = 

b 

p × r 
(13)

here b is the number of erroneously detected bits and p × r is

he size of the watermark The value of BER should converge to

ero in case the original watermark is completely recovered. 

.3. Watermark perceptibility after embedment 

This section analyzes the perceptibility of the watermark after

mbedment, otherwise, the visual quality of the watermarked im-

ge. To that end, the effect of the robustness factor λ is consid-

red. As it was described in Section 3.2 , λ represents the strength

f the watermark into the host image. Concretely, this factor dis-

urbs the second quantization threshold δ2 calculation and further

he 1-bits embedding performance. In theory, for low λ values, the

obustness of the watermarked image decreases while its overall

uality increases. The opposite is seen for high λ values. Table 2

hows this effect in a quantitative manner. In here, the CPSNR val-

es obtained after embedment using various values of λ are dis-

layed. Diverse textual images deliver different results, however,

hrough analyzing the tendencies of CPSNR for all samples, it is

onfirmed that the quality of the output image degrades as λ in-

reases. Therefore, the value of λ should be chosen to keep a pleas-

ng tradeoff between the imperceptibility of watermarked images

nd the robustness of extracted watermarks. Based on the experi-

ental evaluation, λ = 0 . 5 is selected hereafter. 

A key asset of the proposed method consists of the selective

mbedding of the watermark information into the three host im-

ge channels. As shown in Table 3 , this mechanism yields better
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Fig. 6. Test images used for evaluation. (a) Airplane, (b) Girl, (c) House, (d) Lena, (e) Mandrill, (f) Peppers, (g) Sailboat, (h) Splash. 

Table 2 

Quality of the watermarked image - CPSNR (dB) in terms of 

robustness factor λ. 

Image Robustness factor 

0 .3 0 .4 0 .5 0 .6 0 .7 

Airplane 55 .26 50 .95 45 .81 41 .33 36 .68 

Girl 58 .97 57 .01 53 .13 49 .12 44 .87 

House 50 .51 46 .75 43 .41 39 .74 36 .22 

Lena 57 .68 52 .88 48 .17 43 .07 39 .56 

Mandrill 52 .04 49 .98 46 .75 43 .64 40 .21 

Peppers 53 .28 49 .34 44 .57 40 .51 36 .66 

Sailboat 52 .59 48 .45 43 .73 39 .54 35 .12 

Barbara 48 .91 45 .34 42 .84 39 .11 35 .42 

Average 53 .66 50 .09 46 .05 42 .01 38 .09 

Table 3 

Quality of the watermarked image - CPSNR (dB) in terms of embed- 

ding channel. 

Image Embedding channel ( λ = 0 . 5 ) 

3-channel Luminance Red Green Blue 

Airplane 45 .81 38 .59 43 .27 42 .28 47 .97 

Girl 53 .13 43 .38 50 .32 45 .82 47 .47 

House 43 .41 39 .27 42 .01 43 .79 41 .54 

Lena 48 .17 39 .24 44 .79 43 .74 47 .32 

Mandrill 46 .75 40 .34 45 .85 45 .16 44 .25 

Peppers 44 .57 38 .08 45 .91 40 .55 42 .80 

Sailboat 43 .73 35 .69 45 .12 38 .59 40 .54 

Barbara 42 .84 39 .76 41 .45 47 .23 52 .87 

Average 46 .05 39 .29 44 .84 43 .39 45 .60 

r  

s  

Y  

d  

q  

t

 

a  

p  

i  

i  

t  

h  

l  

Table 4 

Quality of the watermarked image - CP- 

SNR (dB) in terms of embedding rate. 

Image Embedding rate ( ER ) 

1 
256 

1 
64 

1 
16 

Airplane 45 .81 43 .09 39 .98 

Girl 53 .13 49 .88 44 .20 

House 43 .41 42 .13 40 .09 

Lena 48 .17 45 .85 44 .93 

Mandrill 46 .75 41 .98 36 .75 

Peppers 44 .57 41 .54 40 .02 

Sailboat 43 .73 41 .81 38 .85 

Barbara 42 .84 41 .81 39 .70 

Average 46 .05 43 .51 40 .57 
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esults in overall than directly embedding the watermark into a

ingle channel, either R-G-B or Y, the luminance channel in the

CbCr color space. This is motivated by the minimization of the

istance between the coefficient values of each channel and the

uantization thresholds, which allows us to reduce the modifica-

ion of the host image. 

The relationship between the quality of watermarked images

nd the embedding rate (ER) is extra investigated. In the pro-

osed method, the embedding rate represents the payload capac-

ty and depends on the wavelet decomposition level (described

n Section 3.1 ). This parameter is identified as the ratio between

he number of watermarked bits and the number of pixels in the

ost image. In theory, the more watermark bits are embedded, the

ower imperceptibility of the watermark in the host image is pro-
uced because the host image has to be analyzed at a DWT lower-

evel. The quantitative results of CPSNR are reported in Table 4 for

hree cases of embedding rate ( ER = 

1 
256 , 

1 
64 , and 

1 
16 bpp) corre-

ponding to three different sizes of the watermark (32 × 32, 64

64, 128 × 128) using 4, 3, and 2-level wavelet decomposition

ue to the maximum number of bits (see Section 3.1 ), respectively.

fter all, one of the most remarkable advantages of our method

s the quality improvement for embedded images through an ef-

ective watermark bit spreading mechanism, in which the visual

ensitivity and the payload capacity are compliantly managed. 

.4. Watermark robustness after extraction 

This section explores the capability of the proposed model to

ecover the hidden information, as well as its resistance to a des-

gnated class of transformations or attacks. For the latter, popular

igital image transformations are considered, here categorized into

hree types of attacks (see Fig. 7 ) with the illustration of Lena): 

Geometric attacks: 

• Scaling : resize the watermarked image from 512 × 512 to 64 ×
64 and then restore it to its original size for the first test. The

second test is from 512 × 512 to 1024 × 1024 and then restore

again to the original size. 
• Cropping : replace the top left 25% of the watermarked image

with zeros. 
• Rotation : rotate the embedded image by θ = 0 . 5 0 and θ = 2 0 in

the counterclockwise. 

Non-geometric attacks: 
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Fig. 7. Watermarked image subject to: (a) Scaling 64 × 64, (b) Scaling 1024 × 1024, (c) Cropping, (d) Rotation 0.5 0 , (e) Rotation 2 0 , (f) Gaussian noise, (g) Salt & pepper 

noise, (h) Histogram equalization, (i) Average filter, (j) Median filter, (k) Gaussian filter, (l) Motion blur, (m) JPEG Compression QF = 30%, (n) QF = 40%, (o) QF = 50%, and (p) 

QF = 70%. 
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• Gaussian noise : add Gaussian white noise to the embedded im-

age with μ = 0 and variance σ 2 = 0 . 01 . 
• Salt & pepper noise : add salt and pepper noise to the embedded

image with a noise density den = 0 . 01 , which approximately af-

fects den × P × R pixels. 
• Histogram equalization : enhance the overall contrast of the im-

age, only applied to the luminance channel. 
• Average filter : 2-D average filtering by using a 7 × 7 pixel mask.
• Median filter : 2-D median filtering by using a 7 × 7 pixel mask.
• Gaussian filter : 2-D Gaussian low-pass filtering by using a 7 × 7

pixel mask with mean μ = 0 and standard deviation σ = 0 . 5 . 
• Motion blur : 2-D linear filtering by using a 1 × 9 pixel mask. 

Lossy JPEG compression: The last common operation used to

evaluate the robustness is the lossy JPEG compression. The com-

pression level is controlled through the parameter QF, which

ranges from 0 to 100, where 0 refers to highest compression and

lowest quality, and 100 to the opposite. 

The BER values measured after extraction of the watermark for

the aforementioned attacks are reported in Tables 5–7 . As it can
e observed, in the absence of attacks the original watermark is

erfectly recovered in all cases. Likewise, a very high robustness

s shown for most types of attacks, with values close to absolute.

ompared to scaling image resolution up 2 times, scaling resolu-

ion down 8 times from 512 × 512 to 64 × 64 brings the stronger

ttenuation of robustness. In the rotation attack, the number of

orrectly recovered bits will be reduced if the degree is increased.

or the cases of Gaussian noise and Salt & Pepper noise, the vari-

nce factor and noise density mainly affect the extraction accu-

acy, for instance, a heavier intensity modification is emitted with

 larger variance and more pixels are touched with a higher den-

ity. Average, Median and Gaussian filters are smoothing filters in

mage processing for the high-frequency noise elimination, there-

ore, the embedded information is insignificantly affected by them

ecause the information hiding is performed on middle sub-bands.

owever, it is important to note that BER will be unexpectedly

oosted whenever using a larger size of the mask. In Table 6 ,

t can be seen that the extraction accuracy is improved follow-

ng the increment of parameter QF in the lossy JPEG compression.
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Table 5 

BER values computed for the extracted watermark under geometric attacks. 

Image Non-attack Scaling Scaling Cropping Rotation Rotation 

64 × 64 1024 × 1024 25% θ = 0 . 5 0 θ = 2 0 

Airplane 0 .0 0 0 0 .053 0 .006 0 .130 0 .094 0 .242 

Girl 0 .0 0 0 0 .024 0 .001 0 .104 0 .075 0 .236 

House 0 .0 0 0 0 .042 0 .002 0 .150 0 .085 0 .246 

Lena 0 .0 0 0 0 .041 0 .0 0 0 0 .119 0 .054 0 .232 

Mandrill 0 .0 0 0 0 .083 0 .0 0 0 0 .147 0 .133 0 .279 

Peppers 0 .0 0 0 0 .033 0 .001 0 .130 0 .062 0 .236 

Sailboat 0 .0 0 0 0 .059 0 .002 0 .139 0 .081 0 .248 

Barbara 0 .0 0 0 0 .077 0 .0 0 0 0 .117 0 .077 0 .246 

Average 0 .0 0 0 0 .051 0 .002 0 .129 0 .082 0 .246 

Table 6 

BER values computed for the extracted watermark under non-geometric attacks. 

Image Gaussian Salt& Histogram Average Median Gaussian Motion 

noise pepper equalization filter filter filter blur 

Airplane 0 .027 0 .005 0 .190 0 .022 0 .039 0 .0 0 0 0 .020 

Girl 0 .086 0 .016 0 .126 0 .010 0 .038 0 .0 0 0 0 .011 

House 0 .004 0 .0 0 0 0 .127 0 .006 0 .020 0 .0 0 0 0 .011 

Lena 0 .023 0 .003 0 .069 0 .011 0 .016 0 .0 0 0 0 .017 

Mandrill 0 .032 0 .006 0 .107 0 .030 0 .056 0 .0 0 0 0 .021 

Peppers 0 .021 0 .002 0 .101 0 .007 0 .010 0 .0 0 0 0 .115 

Sailboat 0 .007 0 .002 0 .058 0 .024 0 .021 0 .0 0 0 0 .033 

Barbara 0 .033 0 .016 0 .133 0 .027 0 .021 0 .0 0 0 0 .020 

Average 0 .029 0 .006 0 .114 0 .017 0 .027 0 .0 0 0 0 .031 

Table 7 

BER values computed for the extracted watermark under lossy 

JPEG compression attacks. 

Image JPEG JPEG JPEG JPEG 

QF = 30% QF = 40% QF = 50% QF = 70% 

Airplane 0 .023 0 .008 0 .004 0 .0 0 0 

Girl 0 .040 0 .019 0 .012 0 .004 

House 0 .006 0 .001 0 .0 0 0 0 .0 0 0 

Lena 0 .010 0 .003 0 .002 0 .0 0 0 

Mandrill 0 .037 0 .022 0 .002 0 .0 0 0 

Peppers 0 .006 0 .0 0 0 0 .002 0 .0 0 0 

Sailboat 0 .008 0 .002 0 .0 0 0 0 .0 0 0 

Barbara 0 .043 0 .017 0 .002 0 .0 0 0 

Average 0 .022 0 .009 0 .003 0 .001 
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evertheless, the proposed model shows particular fragility to

ome operations such as cropping, rotation, and histogram

qualization. 

In the proposed method, the watermark bits are randomly en-

oded all over the host image from a spatial perspective. Accord-

ngly, when part of the image is removed, as it happens to occur

or the cropping attack, also part of the watermark information is

otentially and inevitably lost. However, it is necessary to note that

ome 0-bits which are hidden in blocks belonging to cropped re-

ion can be correctly recovered because the modified coefficient

ifferences are less than the Otsu threshold as Eq. (11) . As a result,

he BER values of cropping attack are mostly smaller the amount

f removed area in the watermarked images. This is a well-known

rtifact of most watermarking techniques. 

The proposed method cannot effectively cope with rotations be-

ause of the nature of the wavelet decomposition. This transfor-

ation operates in the horizontal and vertical dimensions of the

mage, thus, during the detection of the watermark, some of the

ncoded pixels are incorrectly determined, especially those embed-

ed in areas close to the edges of the host image. Contourlet trans-
orm, a potential diagonal decomposition technique, is certainly

pplied to solve the problem of the rotation attack. However, an

xpensive computation is required because of its more complex-

ty compared to Wavelet transform. The histogram equalization in-

roduces modifications into the luminance channel, which in turn

aries each color channel and correspondingly the embedded in-

ormation. The influence of the equalization depends on the global

ontrast of the watermarked image. Therefore, low and high con-

rast images are particularly subject to important alteration, which

ranslates into less resilience. 

Moreover, different results are obtained for each image, thus

onfirming that the structure of the image also influences the ro-

ustness to some extent. For example, poor contrast images, such

s airplane, are more strongly affected by the histogram equaliza-

ion, which translates into low robustness values. Similarly, the ef-

ects of the Gaussian noise are more prominent in the latter im-

ge, which is observed to be quite homogeneous in terms of tex-

ure and color. Finally, as it could be expected, the effect of lossy

PEG compression becomes more harmful for decreasing the value

f the quality factor, although a notable robustness is achieved for

ost cases. 

The impact of the proposed optimal channel selection model

s further investigated and compared with typical single channel

chemes in terms of robustness. Table 8 shows the BER values

btained during the watermark extraction process for Lena sam-

le, under various types of attacks and for different embedding

hannels. No significant differences are observed among the di-

erse embedding models, although the luminance channel appears

o be slightly more robust than the others. In digital image water-

arking, high robustness normally translates into low impercepti-

ility and vice versa. However, the noteworthy fact here is that the

roposed approach attains a very high degree of imperceptibility

 Table 3 ) while keeping a prominent level of robustness. Through

he detailed experimental outcomes of the robustness validation,

t can be seen that the color channel selection mechanism is ca-

able not only in the imperceptibility improvement but also in the
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Table 8 

BER values of the extracted watermark for different embedding channels (results for 

the Lena sample). 

Attacks 3-channel Luminance Red Green Blue 

Scaling 64 × 64 0 .041 0 .040 0 .053 0 .050 0 .040 

Scaling 1024 × 1024 0 .0 0 0 0 .001 0 .002 0 .010 0 .008 

Cropping 25% 0 .119 0 .123 0 .121 0 .124 0 .122 

Rotation θ = 0 . 5 0 0 .054 0 .055 0 .065 0 .047 0 .059 

Rotation θ = 2 0 0 .246 0 .256 0 .250 0 .248 0 .236 

Gaussian noise σ 2 = 0 . 01 0 .023 0 .002 0 .036 0 .010 0 .057 

Salt & pepper den = 0 . 01 0 .003 0 .0 0 0 0 .004 0 .0 0 0 0 .008 

Histogram equalization 0 .068 0 .037 0 .067 0 .058 0 .053 

Average filter 7 × 7 0 .011 0 .011 0 .012 0 .009 0 .012 

Median filter 7 × 7 0 .016 0 .006 0 .010 0 .008 0 .014 

Gaussian filter 7 × 7 0 .0 0 0 0 .0 0 0 0 .0 0 0 0 .0 0 0 0 .0 0 0 

Motion blur len = 9 0 .017 0 .013 0 .016 0 .016 0 .014 

JPEG QF = 30% 0 .010 0 .0 0 0 0 .013 0 .0 0 0 0 .089 

JPEG QF = 40% 0 .003 0 .0 0 0 0 .006 0 .0 0 0 0 .053 

JPEG QF = 50% 0 .002 0 .0 0 0 0 .0 0 0 0 .0 0 0 0 .020 

JPEG QF = 70% 0 .0 0 0 0 .0 0 0 0 .0 0 0 0 .0 0 0 0 .002 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 9 

Comparison between the proposed model and similar approaches 

(group 1) in terms of robustness. 

Method Fu Niu Proposed 

Non-attack 0 .0010 0 .0120 0 .0 0 0 0 

Scaling 1024 × 1024 0 .5020 0 .0240 0 .0 0 0 0 

Cropping 1% 0 .1040 0 .0900 0 .0010 

Cropping 4% 0 .1110 0 .1120 0 .0072 

Rotation 5 0 0 .5310 0 .0230 0 .3825 

Gaussian N. σ 2 = 0 . 006 0 .0730 0 .0240 0 .0078 

Salt & pepper ( den = 0 . 003 ) 0 .0730 0 .0200 0 .0 0 07 

Median 3 × 3 0 .0840 0 .0200 0 .0020 

Gaussian 3 × 3 0 .0650 0 .0220 0 .0 0 0 0 

Sharpening 0 .0830 0 .0320 0 .0 0 0 0 

JPEG 30% 0 .2830 0 .0340 0 .0163 

JPEG 50% 0 .2530 0 .0290 0 .0013 

JPEG 70% 0 .1930 0 .0260 0 .0 0 0 0 

Table 10 

Comparison between the proposed model and similar approaches 

(group 2) in terms of robustness. 

Method Tsai Tsougenis Proposed 

Non-attack 0 .0038 0 .0 0 0 0 0 .0 0 0 0 

Scaling 256 × 256 N/A 0 .0937 0 .0 0 08 

Scaling 1024 × 1024 0 .5098 0 .0033 0 .0 0 0 0 

Cropping 1% 0 .0667 0 .0104 0 .0 0 08 

Cropping 4% 0 .0693 0 .0778 0 .0059 

Rotation 5 0 0 .5071 0 .0036 0 .4120 

Rotation 15 0 N/A 0 .0084 0 .4577 

Gaussian N. σ 2 = 0 . 006 0 .1104 N/A 0 .0918 

Gaussian N. ( σ = 0 . 05 ) N/A 0 .0729 0 .0291 

Salt & pepper ( den = 0 . 003 ) 0 .0554 N/A 0 .0186 

Salt & pepper ( den = 0 . 01 ) N/A 0 .0 0 03 0 .0577 

Average 3 × 3 N/A 0 .0120 0 .0050 

Median 3 × 3 0 .1530 0 .0137 0 .0098 

Gaussian 3 × 3 0 .1048 0 .0 0 0 0 0 .0016 

Blurring ( len = 6 ) N/A 0 .0322 0 .0314 

Sharpening 0 .0475 N/A 0 .0042 

JPEG 30% 0 .3892 0 .0765 0 .0942 

JPEG 40% N/A 0 .0667 0 .0719 

JPEG 50% 0 .3167 0 .0619 0 .0583 

JPEG 70% 0 .2259 0 .0238 0 .0294 

e  

e  

t  

b  

d  

t  
robustness enhancement against to most image processing opera-

tions. 

4.5. Comparison with state-of-the-art methods 

In this section, the authors compare the proposed method with

some existing state-of-the-art methods, concretely, Chou and Liu

(2010) , Xiang-yang et al. (2013) , Niu et al. (2011) , Tsai and Sun

(2007) , Fu and Shen (2008) , and Tsougenis, papakostas, Koulou-

riotis, and Karakasis (2014) . These methods describe the water-

marking schemes for color images using a binary watermark im-

age without the requirement of the original image in the extrac-

tion process, so they can be essentially seen as blind watermarking

techniques. However, a key containing side information generated

in the embedding process is required for the extraction process.

For example, an associated key comprising the coefficient block lo-

cations, full-band JND/MND profiles of three color channels, and

permutation of the watermark image is required in Chou and Liu

(2010) . A single secret key is considered in the Arnold transform

( Xiang-yang et al., 2013 ), the quantization process ( Tsougenis et al.,

2014 ), and the coefficient block selection ( Niu et al., 2011 ) to en-

hance the security. A mixture key containing the copyright owner’s

privacy is also expressed in studies of Tsai and Sun (2007) and Fu

and Shen (2008) . Although presented under different manners, a

secret key is firstly used to protect the watermark out of attack-

ers and secondly support for the extraction process. The methods

are compared in term of visual quality of the embedded images

( Fig. 8 ) and robustness of the extracted watermarks under com-

mon attacks ( Tables 9–11 ). As for Section 4.3 , the CPSNR is used

for comparing the imperceptibility of the watermark while the BER

factor is particularly considered for the robustness assessment in

average. The specification of some operations has been changed in

order to fit with the characteristics of the attacks used in the re-

lated works, such as cropping 1%, rotation 5 0 - 15 0 , Gaussian noise

( σ = 0 . 05 ), and mask filters of dimension 3 × 3. 

Three color images, Lena, Mandrill and Barbara, common in

these works, are used for evaluation. Some previous works in-

curred in unfairness when comparing their approaches with other

models, mainly because they used a more advantageous payload

capacity ( Niu et al., 2011; Tsougenis et al., 2014 ). In order to

avoid so, this work categorizes the considered approaches in three

groups, based on the embedding rate (ER), i.e., group 1, with

ER = 

1 
256 bpp (bits per pixel) including the studies of Fu and Niu;

group 2, with ER = 

1 
64 bpp including the approaches of Tsai and

Tsougenis; and group3 with ER = 

1 
16 bpp comprising the works

of Chou and Wang. The scheme proposed here is compared with
ach group by using different sizes of the watermark to fit with

ach group requirements (32 × 32, 64 × 64, 128 × 128). For

he proposed method, the embedding and extraction process have

een modified to support more payload capacity. First, the wavelet

ecomposition is kept to 4-level for ER = 

1 
256 bpp and changed

o 3-level and 2-level for ER = 

1 and ER = 

1 bpp, respectively.
64 16 
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Fig. 8. Comparison between the proposed model and similar approaches in terms of perceptibility (CPSNR in dB). Fu, Niu, and proposed method (pro.1) are in the group 1 

with ER = 

1 
256 

bpp. Tsai, Tsougenis, and proposed method (pro.2) are in the group 2 with ER = 

1 
64 

bpp. Chou, Wang, and proposed method (pro.3) are in the group 3 with 

ER = 

1 
64 

bpp. 

Table 11 

Comparison between the proposed model and similar approaches 

(group 3) in terms of robustness. 

Method Chou Wang Proposed 

Non-attack 0 .0117 0 .0 0 0 0 0 .0 0 0 0 

Scaling 256 × 256 0 .0563 0 .1461 0 .0240 

Scaling 1024 × 1024 0 .0262 0 .4080 0 .0 0 0 0 

Cropping 1% 0 .0245 0 .0 0 0 0 0 .0010 

Cropping 4% 0 .0622 0 .0 0 0 0 0 .0058 

Cropping 25% N/A 0 .0 0 0 0 0 .0435 

Rotation 5 0 N/A 0 .0243 0 .3971 

Rotation 15 0 N/A 0 .0387 0 .4425 

Gaussian N. ( σ = 0 . 05 ) 0 .2252 0 .0569 0 .1324 

Salt & pepper ( den = 0 . 01 ) 0 .0771 0 .0220 0 .0411 

Histogram equalization N/A 0 .0039 0 .0869 

Average 3 × 3 0 .0587 0 .0772 0 .0560 

Median 3 × 3 0 .0561 0 .0708 0 .0616 

Gaussian 3 × 3 N/A 0 .0044 0 .0053 

Blurring ( len = 6 ) 0 .0443 0 .0267 0 .1936 

Sharpening N/A 0 .1131 0 .0130 

JPEG 30% 0 .1085 0 .1160 0 .1776 

JPEG 40% 0 .0947 0 .0605 0 .1546 

JPEG 50% 0 .0772 0 .0333 0 .1367 

JPEG 70% 0 .0594 0 .0038 0 .1088 
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i  
econd, λ is increased to compensate the degradation in robust-

ess experienced as a consequence of embedding the watermark

nto a lower level of decomposition. Accordingly, λ is set to 0.5, 0.6

nd 0.7 for each group respectively to keep the balance between

mperceptibility and robustness for the increasing watermark

ayloads. 

In the term of imperceptibility, it can be said that the pro-

osed method generally outperforms the other approaches. Results

rom group 1 show that the NSTC-based watermarking scheme

resented by Niu provides a greater watermarked image quality

han Fu’s spatial technique, but both are largely exceeded by the

ethod proposed here, with CPNSR values up to 10 dB higher. This

s also observed for the group 2, with improvements greater than

 dB for the Lena sample, although no important differences are

bserved for the other two images. In fact, Tsai’s approach sub-

ly overcomes the others for the Barbara sample. In the group 3,

ang’s method proves to provide the poorest imperceptibility for

he three testing images. The perceptually tuned color image wa-

ermarking scheme proposed by Chou obtains the highest perfor-
ance for Mandrill and Barbara while the proposed method sig-

ificantly surpasses the others for the Lena case. 

With respect to robustness, the LDA approach used in Fu’s

ethod to watermark images in the spatial domain proves to be

articularly fragile to geometric attacks such as scaling, cropping

nd rotation, as well as to lossy JPEG compression. The water-

arking scheme of Niu offers better robustness for most opera-

ions, but nevertheless, it also shows important limitations when

ealing with cropping. In addition, this scheme presents special

omputational cost for the SVR training for the extraction process.

his limitation is also shared by the method of Tsai, which fur-

her shows important fragility to scaling, rotation, filtering, and

ossy JPEG compression operations, since it builds on the spatial

omain like Fu’s approach. Geometric transformations such as scal-

ng and rotation can be counteracted through the Theta angle and

lpha factor of Tsougenis’s approach, thus increasing the resilience

o these attacks. However, this method seems to be weak to crop-

ing, filtering and compression processes, the limitation shared

ith other methods that also operate in the Fourier transform do-

ain. Chou’s method provides low robustness to geometric dis-

ortions and Gaussian noise addition operations. In the study of

ang, the pseudo-Zernike moments obtained through LS-SVM ge-

metric correction is utilized to maximize the imperceptibility. The

nhancement is observed for most geometric operations, but for

he scaling attack, for which this approach appears to be partic-

larly fragile. Although the scheme proves to be robust to most

ommon signal processing operations, the expensive computation

equired for the training of the SVM classifier turns to be a prac-

ical drawback. In broad strokes, the proposed model outperforms

he others, especially those of groups 1 and 2 under most attacks.

or group 3, the model shows better results than Chou’s approach,

lthough it is surpassed by Wang’s technique, which nevertheless

as shown to provide low imperceptibility capabilities. In fact, the

ost important characteristic of the proposed method is the flexi-

le balance provided in terms of both imperceptibility and robust-

ess, which is observed to outperform the rest of compared ap-

roaches. 

.6. Computational assessment 

Digital image watermarking approaches are seldom evaluated

n terms of computation cost. This is particularly important when
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Table 12 

Average computation time (in second) of the proposed method. 

Host image watermark Embedding time Extraction time 

512 × 512 32 × 32 0 .441 0 .318 

1024 × 1024 64 × 64 1 .291 0 .644 

2048 × 2048 128 × 128 5 .509 2 .239 

4096 × 4096 256 × 256 24 .707 8 .580 
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dealing with applications devised to operate on a real-time basis.

Hence, this section analyzes the time required for both embedding

and extraction processes of the proposed model. To that end, ER

is set to 1 
256 bpp and host images and watermarks scaled with re-

spect to the original size used in previous evaluations of this work

(512 × 512 and 32 × 32, respectively). The invested time is com-

puted through a profiling tool included in Matlab 2013a. Results

are shown in Table 12 . As it can be observed, for regular sizes

such as 512 × 512, the time requested for both embedding and

extraction is inferior to half a second. This corresponds to typical

sizes used in most social network platforms, thus confirming the

potential use of the proposed approach even for commonly used

apps. As the size of both host image and watermark increases also,

the computation time does. Reasonable times are obtained for host

images of 1024 × 1024, while highly superior sizes, rarely used in

this applications, require more intensive computation. Those cases

can, in either case, benefit from parallel computing and distributed

platforms, such as Cloud Computing, in order to highly expedite

watermarking processes. Finally, it is worth noting that the em-

bedding time is always greater than the extraction time. This is

motivated by the fact that during the embedding both direct and

inverse discrete wavelet transformations are used while the only

direct transformation is utilized in the extraction process. More-

over, during the evaluation of both embedding and extraction pro-

cesses, it was determined that more than 80% of the computation

time falls on the wavelet transform. 

5. Conclusions 

An improved digital color image watermarking technique has

been presented in this work. The embedding process consists of

encoding a binary image containing the watermark information

into the DWT coefficients of middle sub-bands of the host image.

An optimal color channel selection procedure is defined to quan-

tize the wavelet coefficients based on the value of a binary wa-

termark. This color channel selection mechanism is proved to be

a key advantage of this model since it improves the quality of the

watermarked images. The watermark is automatically extracted by

using an adaptive threshold approach based on the Otsu method,

which is shown to be applicable in different cases of image attacks.

The experimental results from the simulation demonstrate that the

proposed method generates embedded images which are imper-

ceptible to the human vision. Likewise, the embedding mechanism

allows for a very robust recovery of the watermark even when the

embedded image is subject to harsh image attacks. The proposed

approach also generally outperforms other similar watermarking

approaches after an equitable comparison for different embedding

rates and settings. The proposed model can be perfectly integrated

as part of regular applications used for creation, curation and shar-

ing of digital images, although next steps need to seek computa-

tional refinement to deal with more demanding problems. 

In the future, Contourlet transform becomes a good candidate

to replace the Wavelet transform in the image decomposition.

Moreover, the balance between robustness and imperceptibility

should be managed better with Ant Colony Optimization (ACO) or

Particle Swarm Optimization (PSO) algorithms that can be effec-

tively operated in calculating a robustness factor. In recent years,
eep Learning (DL) is considered as a strong solution for many

mage processing applications even image watermarking, however,

ig computing for big data is a practical challenge, especially with

ultidimensional data likes images. 

ppendix A. The Otsu algorithm 

This appendix briefly describes the utilization of the Otsu algo-

ithm ( Gonzalez & Woods, 2007 ) to determine the optimal thresh-

ld in the watermark extraction process. Coefficient differences

re encoded into two classes, respectively corresponding to 0-bit

nd 1-bit of the watermark, and distributionally separated by this

hreshold. In the Otsu algorithm, the threshold is calculated by ex-

austively seeking to minimize the intra-class variance, which is

efined as the weighted sum of variances of the two classes: 

2 
ω 

(
�̄i, k ∗

)
= ω 0 

(
�̄i, k ∗

)
σ 2 

0 

(
�̄i, k ∗

)
+ ω 1 

(
�̄i, k ∗

)
σ 2 

1 

(
�̄i, k ∗

)
(A.1)

here 0-bit and 1-bit class probabilities ω 0 and ω 1 at value �̄i, k ∗
re: 

ω 0 

(
�̄i, k ∗

)
= 

�̄i, k ∗∑ 

d=1 

p(d) 

ω 1 

(
�̄i, k ∗

)
= 

max ( ̄�i, k ∗ ) ∑ 

d= ̄�i, k ∗ +1 

p(d) 

(A.2)

ith p ( d ) the probability density function of coefficient block at

he coefficient difference d . The individual class variances are cal-

ulated as follows: 

σ 2 
0 

(
�̄i, k ∗

)
= 

�̄i, k ∗∑ 

d=1 

((
d − μ0 

(
�̄i, k ∗

))2 p ( d ) 

ω 0 ( ̄�i, k ∗ ) 

)

σ 2 
1 

(
�̄i, k ∗

)
= 

max ( ̄�i, k ∗ ) ∑ 

d= ̄�i, k ∗ +1 

((
d − μ1 

(
�̄i, k ∗

))2 p ( d ) 

ω 1 ( ̄�i, k ∗ ) 

) (A.3)

here the means of 0-bit and 1-bit classes are given by: 

μ0 

(
�̄i, k ∗

)
= 

�̄i, k ∗∑ 

d=1 

d ×p ( d ) 

ω 0 ( ̄�i, k ∗ ) 

μ1 

(
�̄i, k ∗

)
= 

max ( ̄�i, k ∗ ) ∑ 

d= ̄�i, k ∗ +1 

d ×p ( d ) 

ω 1 ( ̄�i, k ∗ ) 

(A.4)

he Otsu threshold can be calculated then as follows: 

= arg min 

�̄

(
σ 2 

ω 

(
�̄i, k ∗

))
(A.5)
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